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Precise CacheTiming Analysis
via  Symbolic Execution

Correctness of Hard Real-time Systems:
1. Logical correctness
2. Temporal correctness 

Example: 
ÅSide airbag in a car (reaction in <10 ms)

Solution: Worst case execution time (WCET) analysis
2



PreciseCacheTiming Analysis
via  Symbolic Execution

WCET analyses should be:

ÅSafe
ÅPrecise

Input Data

Execution Time

Exact WCET

Safe, Not precise

Not Safe

Safe & Precise 
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ωEstimating WCETProblem

ωPreciseyet ScalableWCET AnalysisGoal

ωEffect of the complexity of the program
(complicatedCFG,loops,etc.)

ωIntended

ωEffectof micro-architecturalfeatures(cache)

ωNot-intended

Challenges



ÅBackground & Foundations

ÅProposed Analysis Framework

ÅExperimental Evaluation

6



7

WCET Analysis 

Modular Approach

Low Level Analysis

IPET

Path-based 
Methods4

High Level Analysis

AI Framework2

AI Framework with Some Path 
Sensitivity3

Integrated Approach

Not Scalable1

(Up to Now)

1 [Lundqvist and Stenstrom, 1999]

Determine 
infeasible paths and 

loop bounds

The effect of 
hardware elements 

on the WCET
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WCET Analysis 

Modular Approach

Low Level Analysis

IPET

Path-based 
Methods4

High Level Analysis

AI Framework2

AI Framework with Some Path 
Sensitivity3

Integrated Approach

Not Scalable

1 [Theiling et al., 2000, Heckmann et al., 2003]

IPETAbstract Interpretation 
(AI) Framework1
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1. Joins of micro-architectural states at control flow merge points 
(Potential cache misses)

2. Fixed point calculation: Unable to give different timings for a 
basic block in different loop iterations 

AI Framework with Some Path Sensitivity1: 
Å Decreases the effect of cause (1): Potential cache misses

Å Performs fixed point calculation, no systematic way to 
handle Cause (2)

1 [Chattopadhyay and Roychoudhury, 2011 &  2013, Banerjee et al., 2013]
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WCET Analysis 

Modular Approach

Low Level Analysis

IPET

Path-based 
Methods4

High Level Analysis

AI Framework2

AI Framework with Some Path 
Sensitivity3

Integrated Approach

Not Scalable

IPETAI Framework

AI Framework with 
Some Path Sensitivity
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WCET Analysis 

Modular Approach

Low Level Analysis

IPET

Path-based 
Methods4

High Level Analysis

AI Framework2

AI Framework with Some Path 
Sensitivity3

Integrated Approach

Not Scalable

1 [Chu and Jaffar, 2011 & Chu and Jaffar, 2013]

IPET

Path-based 
Methods1

AI Framework

AI Framework with 
Some Path Sensitivity
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ÅPerforming fully path sensitivesymbolic 
execution

ÅMeasuring upper bound overfeasible paths

<1a>

<2a>

<6a>

<3a>

<7a>

<4a> <4b>

<5a> <6b>

<7b> <7c>1 [Chu and Jaffar, 2011 & Chu and Jaffar, 2013]

s1a

s2a s3a

s6a s5a s6b

s7a s7b s7c

s4a s4b



ÅScalability:

ïGeneralizedform of dynamicprogrammingisused

ïSummarizationsof analyzedsub-trees generatedand
reusedwith interpolation
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ÅUsing interpolation for scalability 1

ÅUsing interpolation with reuse for WCET analysis 2

ÅInterpolant ʕ): Preserve the discovered infeasible paths

1 [Jaffar et al., 2008] 2 [Chu and Jaffar, 2011 & Chu and Jaffar, 2013]

X

▼ ▼

4

X
15 15

7
Total WCET: 22

ʕҗ▼м
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ÅWitness Path: The most resource consuming path

ÅExact WCET in loop-free programs 

ÅWitness Test:

ïWitness path should be feasible in the new context (for 
precision)

X

▼ ▼

4

X
15

10

7

X

X

Total WCET: 19



ÅFull discovery of infeasible paths

ÅGenerate bound for complicated loops

ÅMade Scalable (Super-linear1 ): 

ïTreat each loop iteration as a subtree

ïSummarizing a loop iteration 

ïReuse summarizations in later iterations

ïSummarizing a sequence of loop iterations

15
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1 [Chu and Jaffar, 2011 & Chu and Jaffar, 2013]



ÅBackground & Foundations

ÅProposed Analysis Framework

ÅExperimental Evaluation
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WCET Analysis 

Modular Approach

Low Level Analysis

IPET

Path-based 
Methods4

High Level Analysis

AI Framework2

AI Framework with Some Path 
Sensitivity3

Integrated Approach

Not Scalable

IPET

Path-based 
Methods

AI Framework

AI Framework with 
Some Path Sensitivity

Our 
Framework

Our contribution:Precise WCET analysis by synergizing Micro-
architectural modeling and systematic path sensitivity



1- Symbolic execution tree generated from LLVM IR 

2- Fully enumerate all symbolic paths in the tree

3- Symbolic states coupled with a cache state

4- Cache states are precisely updated across the paths (LRU policy)

5- The execution time precisely tracked along the symbolic paths 
using cache states 

<1a>

<2a> <2b>

s1a, c1a

s2a, c2a s2b, c2b
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ÅExecution time of the witness calculated wrt. cache state at reuse 
point

Static part of Witness path:

ïExecution time of the instructions

ïAlways hit/Always miss accesses

Dynamic part of Witness path:

ïdynamic part: The rest of the                                                     
unresolved memory accesses

ÅExample:

19

X
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X15 17
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s0, c0 

Total WCET: 24

s1, c1

β10, [m2, m3]γ



ÅSummarizations generated for reuse:

ïInterpolant Test (ʕ) 

ïWitness Test

ïDomination Condition Test (Ӷὧ) : Set of constraints over cache

ïGuarantee the witness path remains the worst-case path in the 
new context

20
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Example:

age(m4) җ1
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AI+SATṥILP: State of the art [Banerjee et al., 2013]
AI+SATṥUnroll_s: Best modular approach [Banerjee et al., 2013] + [Chu and Jaffar, 2011]
Unroll_d: Integrated resource analysis framework (our approach) 25

Benchmark
LOC AI+SATṥILP

AI+SATṥ
Unroll_s

Unroll_d

LLVM Time WCET Time WCET Time State WCET vs AI+ SATṥILP vs AI+SAT ṥUnroll_s 

tcas 736 0.84 1427 9.07 1212 21.36 2389 1112 22.07% 8.25%

nsichneu 12879 161.58 85845 504.88 66808 709.03 3776 48388 43.63% 27.57%

statemate 3345 13.89 12382 248.41 9101 358.94 4152 7644 38.27% 16.01%

ndes 1755 11.45 304369 37.95 174266 38.92 1065 148368 51.25% 14.86%

fly_by_wire 2459 1.32 12171 10.97 9761 11.16 279 8751 28.10% 10.35%

adpcm 2876 4.82 39088 106.53 33676 118.92 1617 31574 19.22% 6.24%

compress 1334 9.18 478191 179.43 31665 204.82 1622 28670 94.00% 9.46%

edn 1226 1.47 437158 534.28 437158 676.11 2369 321028 26.56% 26.56%

cnt 269 0.17 21935 0.29 21935 0.44 230 19355 11.76% 11.76%

matmult 286 1.75 874348 5.38 874348 6.50 906 621458 28.92% 28.92%

jfdctint 693 0.08 20332 1.02 20332 1.43 254 17572 13.57% 13.57%

fdct 831 0.08 17442 0.05 17442 0.13 58 14572 16.45% 16.45%
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AI+SATṥUnroll_s: Best modular approach [Banerjee et al., 2013] + [Chu and Jaffar, 2011]
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Benchmark
LOC AI+SATṥILP

AI+SATṥ
Unroll_s

Unroll_d

LLVM Time WCET Time WCET Time State WCET vs AI+ SATṥILP vs AI+SAT ṥUnroll_s 

tcas 736 0.84 1427 9.07 1212 21.36 2389 1112 22.07% 8.25%

nsichneu 12879 161.58 85845 504.88 66808 709.03 3776 48388 43.63% 27.57%

statemate 3345 13.89 12382 248.41 9101 358.94 4152 7644 38.27% 16.01%

ndes 1755 11.45 304369 37.95 174266 38.92 1065 148368 51.25% 14.86%

fly_by_wire 2459 1.32 12171 10.97 9761 11.16 279 8751 28.10% 10.35%

adpcm 2876 4.82 39088 106.53 33676 118.92 1617 31574 19.22% 6.24%

compress 1334 9.18 478191 179.43 31665 204.82 1622 28670 94.00% 9.46%

edn 1226 1.47 437158 534.28 437158 676.11 2369 321028 26.56% 26.56%

cnt 269 0.17 21935 0.29 21935 0.44 230 19355 11.76% 11.76%

matmult 286 1.75 874348 5.38 874348 6.50 906 621458 28.92% 28.92%

jfdctint 693 0.08 20332 1.02 20332 1.43 254 17572 13.57% 13.57%

fdct 831 0.08 17442 0.05 17442 0.13 58 14572 16.45% 16.45%
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Benchmark
Unroll_d with Reuse Unroll_d without Reuse

Time State WCET Time State WCET

tcas 21.36 2389 1112 - қ -

nsichneu 709.03 3776 48388 - қ -

statemate 358.94 4152 7644 - қ -

ndes 38.92 1065 148368 - қ -

fly_by_wire 11.16 279 8751 - қ -

adpcm 118.92 1617 31574 - қ -

compress 204.82 1622 28670 911.38 10984 28180

ud 1.77 638 12132 1.96 797 12092

janne_complex 0.16 98 1119 0.26 137 1119

fft1 48.13 966 268378 100.52 1820 268378

bsort100 19.34 1440 637580 - қ -

edn 676.11 2369 321028 - қ -

cnt 0.44 230 19355 1.56 21935 19355

matmult 6.5 906 621458 - қ -

jfdctint 1.43 254 17572 0.9 328 17572

fdct 0.13 58 14572 0.04 70 14572

Unroll_d: Integrated resource analysis framework (our approach)
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ÅScalable integrated resource analysis framework for 
WCET analysis

ÅConsidering Instruction and data cache

ÅScalability obtained by using reuse with interpolation 
and dominance

ÅResults show that there was a significant increase in 
precision obtained in a reasonable time
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