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PreciseCacheliming Analysis
via Symbolic Execution

Correctness of Hard Reifine Systems:
1. Logical correctness
2. Temporal correctness

Example:
A Side airbag in a car (reaction in <h€)

Solution:Worst case execution time (WCET) analysis



PreciseCacheliming Analysis
via Symbolic Execution

WCET analyses should be:

A Safe

A Precise Execution Time
,T‘

Safe, Not precise

Safe & Precise

________________________ - Exact WCET
/\/\/\/\ Not Safe

> Input Data




Precise Cach&iming Analysis
via Symbolic Execution




Problem Statement

Goal

wEstimatingVCET

wPreciseyet ScalablAVCET Analysis

wEffect of the complexity of the program
(complicatedCFGloops,etc.)

wintended

wEffectof micro-architecturalfeatures(cachg
wNot-intended



Outline

A Background & Foundations
A Proposed Analysis Framework

A Experimental Evaluation



WCET Analys

|
Integrated Approach

Modular Approach
|
|

- - Not Scalable
Low Level Analys High Level Analysi (Up to Now)

The effect of Determine
hardware elements infeasible pathand
on the WCET loop bounds

1 [Lundqvist and Stenstrom, 1999] 7



WCET Analys
| | |
Modular Approach Integrated Approach
|
| |

Low Level Analys High Level Analysig= Not Scalable

Abstract Interpretatio
(Al) Framework

1 [Theiling et al., 2000, Heckmann et al., 2003] 8



Imprecision in Al Framework

d N

1. Joins of micrarchitectural states at control flow merge points'
(Potential cache misses)

e )
2. Fixed point calculation: Unable to give different timings for a
basic block in different loop iterations

J

Al Framework with Some Path Sensitivity

A Decreases the effect of cause (@)tential cache misses
A Performsfixed point calculationno systematic way to
nandle Cause (2)

1 [Chattopadhyay and Roychoudhury, 2012813, Banerjee et al., 2013] 9



WCET Analys
|
| |
Modular Approach Integrated Approach
|
| |

Low Level Analys High Level Analysig= Not Scalable

Al Framework

Al Framework with

Some Path Sensitivit

10



WCET Analys
| | |
Modular Approach Integrated Approach

|
| |
Low Level Analys High Level Analysig= Not Scalable

Al Framework e IPET
Al Framework with Pathbased
Some Path Sensitivit Methods<

1 [Chu and Jaffar, 2011 & Chu and Jaffar, 2013] 10




Path-based method?

A Performing fullypath sensitivesymbolic
execution

A Measuringupper boundoverfeasible paths




Path-based method?

A Scalability:
I Generalizedorm of dynamicprogrammingis used

I Summarization®f analyzedsubtrees generatedand
reusedwith interpolation

12



Reuse with Interpolation Test

A Using interpolation foscalability?
A Using interpolation with reuse folCET analysis
A Interpolant € ): Preserve theliscovered infeasible paths

13
1 [Jaffar et al., 2008] 2 [Chu and Jaffar, 2011 & Chu and Jaffar, 2013]



Reuse with Interpolation and Witness Test

A Witness PathThe most resource consuming path
A Exact WCEIin loop-free programs
A Witness Test:

I Witness path should beeasiblein the new context (for
precision)
A 4

———————>

15 X
10




Full Loop Unrolling is Important

A Full discovery of infeasible paths
A Generate bound for complicated loo

A Made ScalableSuperlineart):

" Treat each loop iteration as a subtree
- Summarizing a loop iteration

- Summarizing a sequence of loop iteratic

Reuse summarizations in later iterations

4
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1 [Chu and Jaffar, 2011 & Chu and Jaffar, 2013]
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Outline

A Proposed Analysis Framework

A Experimental Evaluation



WCET Analys
| | |
Modular Approach Integrated Approach

|
| |
Low Level Analysjill High Level Analysigss Our
Framework

Al Framework — IPET
Al Framework with Pathbased
Some Path Sensitivitg Methods

Our contribution:Precise WCET analybysynergizingvlicro-
architectural modelin@nd systemati@ath sensitivity




Our Analysis Framework

1- Symbolic execution tree generated frcm

all symbolic paths in the tree

4- Cache states are

5-The
using cache states




Execution time of the Witness path is
Dynamic

A Execution time of the witness calculatedt. cache state at reuse
point

Static partof Witness path
I Execution time of the instructions
I Always hit/Always miss accesseSy G

Dynamic parof Witness path

I dynamic part:The rest of the
unresolved memory accesses

A Example: (30, [m,, mjY

19



Scalability of our Framework

A Summarizations generated for reuse:
I Interpolant Test()
I Witnhess Test
| Domination Condition Testy: Set of constraints over cache

I Guarantee the witness path remains the wecstse path in the
new context

Example:
age(n,) x1




Example

Hit latency:0
Miss latency10



Example

x<i{///\\\\$é X

m; 10 m;, m, 15

z<0 m,5 |7 ox

<8> <9>
m; 15 m;, m, 10

\/
<10>

Hit latency: O
Miss latency: 10



x<i{///\\\\$é K

m, 10

z <0

<8>
m; 15

m;, m, 10

T~ —

<10>

Hit latency: O
Miss latency: 10

Example

witness BLS, [mp, mym,]Y
Dom. Cond.: agefn,) X1



z <0 m,5 |7 ox

<8>
m; 15

<9>
ms, m, 10

T~ —

<10>

Hit latency: O
Miss latency: 10

Example

witness &O, [my, my, mg, mylY
Dom. Cond.: age(m,) x1

witness BLS, [mp, mym,]Y
Dom. Cond.: agen,) X1



Example

x<i{///\\\\$é 0%

<2> <3>

z<0 m,5 |7 ox

<8> <9>

T~ —
<10>

Hit latency: O witness EIS, [y, msm,lY
Miss latency: 10 |
Dom. Cond.: agen,) X1



Example

Hit latency:0
Miss latency10



<1>

<3>
m;, m, 15

m3 15

ms, m, 10

\/

<10>

Hit latency: O
Miss latency: 10

Example

witness &O, [my, mg] Y
Dom. Cond.:agefm,) <1

28



z <0

<8>
m3 15

\/

<10>

Hit latency:0
Miss latency10

Example

witness [31, [m,, my,, mJY

Dom. Cond.:true

witness &O, [m, mg] Y
Dom. Cond.:agefm,) <1



withess &O, [m,, m,, mg, m]Y
Dom. Cond.:age(m,) x1

Example

witness [31, [m,, my,, mJY

Dom. Cond.:true

30



witness Bll, [my, my mgly

Example

Dom. Cond.:agem,)xm N {1 NHz$<1N

witness &O, [y, My, Mg, mylY
Dom. Cond.:age(n,) x1

witness [331, [m,, m,, mg]Y

Dom. Cond.:true

31



Example

o R ¢on e e m | m |

m 10 || m,, m15 @ _______ Reuse? —— @
<4>
y <0 10 (& X &
/\
<5> <6>

m; 15 m;, m, 10
\/
=) @ 6
Hit latency: 0 witness Bll, [m, m, my], .Y

Miss latency: 10 Dom. Cond.:agefn,) 1N { NHzS )&l F 3S06 Y,



Example

10 =

<2> <3>

o R o e N

m 10 | m,,m,15 @ _______ Reuse @
e 310
y<01/10\e\ A % @ l:/<6b>\:}
N %> 10+ 11

m, 5 m, 11
<7> ‘>\ /,’

z<0 m,5 |7 ox ¥
/\ //// \\\\ O + 5
<8> <9> \ <80>/}

m, 15 ms, M, 10 o
T~e— J/ 10+ 15
e e s
| <10e>]
Hit latency: 0 witness Bll, [m, m, my], .Y

Miss latency: 10 Dom. Cond.:agefm,) x1N (i NXzS )&l | 3S06 Y.,



Example

0 | - 10

x <0 E Ox
N @ @ 10+10+15

<2> <3>
m 10 || m,, m15 @ _______ Reuse @
2 y 1o
<0 e n / N
5> <6> 7 10+11

m; 5 m, 11 A
\

~—— [ <7c>)
<7> P

. 7/
z<0| M5 |i o ©
/\ . //// \\\\ O + 5
<8> <9> {\<80>/’

m; 15 m,, m, 10 o
T~—e— i 10+ 15
<10> ///// 5\\\\
o) (203 (0
Hit latency: 0 withess Bll, [m,, M, ,my], y

Miss latency: 10 Dom. Cond.:agefn,) k1N  NXzS )&1 F 3SoY,,



Outline

A Experimental Evaluation

24



Results: Comparison With the state-of-the-art

AI+SAE ILP ‘L\J';rsf Unroll_d
Benchmark : UlEs : :

LLVM| Time WCET| Time WCET| Time State WCETvs Al+ SAé'IL vs AlI+SAE Unroll_s
tcas 73§ 0.84 1421 9.07 1214 21.3¢ 238¢ 1112 22.07Y% 8.259
nsichneu 12879 161.5¢ 85849 504.8¢ 66804 709.0: 3776 4838¢ 43.63Y% 27.579
statemate = 3344 13.8¢ 12387 248.41 9101 358.9¢ 4152 7644 38.27% 16.019
ndes 1754 11.4E 30436 37.9t 174264 38.92 1065 14836¢ 51.25% 14.869
fly by wire 2459 1.32 12171 10.97 9761 11.1€ 279 8751 28.10% 10.359
adpcm 2876 4.82 39084 106.57 3367¢ 118.9: 1617 31574 19.22% 6.249
compress 1334 9.18 478191 179.4: 31669 204.82 1622 2867C 94.00% 9.469
edn 12264  1.47 437154 534.2¢ 43715 676.11 236S 32102¢ 26.56% 26.569
cnt 269 0.17 2193 0.29 2193 0.44 230 1935¢ 11.76Y% 11.76%
matmult 28§ 1.7587434§ 5.3887434§ 6.50 906 62145¢ 28.929 28.929
jfdctint 693 0.08 20337 1.02 20331 1.43 254 17572 13.57Y% 13.579
fdct 831 0.08 17444 0.05 17444 0.13 58 1457z 16.45Y 16.459
Al+SAS ILP: State of the art{Banerjee et al., 2013]

Al+SAS Unroll_s: Best modular approach [Banerjee et al., 2013] + [Chu and Jaffar, 2011
Unroll_d: Integrated resource analysis framework (our approagh) 25




Results: Comparison With the state-of-the-art

AI+SAE ILP ‘L\J';rsf Unroll_d
Benchmark : UlEs : :

LLVM| Time WCET| Time WCET| Time State WCETvs Al+ SAé'IL vs AlI+SAE Unroll_s
tcas 73€  0.84 1427 9.07 1217 21.3¢€ 238¢ 1112 22.07Y% 8.259
nsichneu  1287¢ 161.5¢ 8584t 504.8¢ 66804 709.0: 377€  4838¢ 43.63Y 27.579
statemate 3345 13.8¢ 1238 248.41 910] 358.9/ 4152 7644 38.27Y% 16.019
ndes 175  11.4E 30436¢ 37.9% 174264 38.92 1065 14836¢ 51.25% 14.86%
fly by wire 245¢ 1.32 12171 10.97 976]| 11.1€ 279 8751 28.10% 10.35%
adpcm 287€  4.82 3908¢ 106.5: 33676 118.9z 1617 31574 19.22Y% 6.249
compress 1332 9.18 47819 179.4% 31664 204.8: 1622 2867C 94.00% 9.469
edn 122€  1.47 43715¢ 534.2¢ 437154 676.11 236S 32102¢ 26.56Y% 26.56%
cnt 26¢ 0.17 2193t 0.29 21939 0.44 230 1935¢ 11.76% 11.769
matmult 286 1.7587434¢ 538874344 6.50 906 62145¢ 28.92Y 28.929
jfdctint 692 0.08 2033: 1.02 20331 1.43 254 17572 13.57% 13.579
fdct 831 0.08 1744: 0.05 1744:{ 0.13 58 14572 16.45Y% 16.45%
Al+SAS ILP: State of the art{Banerjee et al., 201%]

Al+SAE Unroll s: Best modular approach [Banerjee et al., 2013] + [Chu and Jaffar, 2011
Unroll_d: Integrated resource analysis framework (our approach) 25



Results: Comparison With the state-of-the-art

Al+SAS

LOC| AI+SAS ILP Unroll_d
Benchmark , Unroll_s 7 7 , ,

LLVM| Time WCET| Time WCET Time State WCET vs Al+ SA ILF vs AI+SAE Unroll_s
tcas 734 0.84 1427 907 1212 21.3¢ 2380 1112 22.07% 8.259
nsichneu 12879 161.5¢ 8584t 504.8¢ 6680¢ 709.0c 377€ 4838¢ 43.63Y% 27.579
statemate 3345 13.8¢ 12387 248.41 9101 358.9/ 4152 7644 38.27% 16.019
ndes 1759 11.45 30436¢ 37.9t 17426¢ 38.92 106t 14836¢ 51.25% 14.869
fly by wire 2459 132 12171 10.97 9761 11.1€ 279 8751 28.10% 10.35¢
adpcm 287 4.82 3908¢ 106.5¢ 3367¢ 118.92 1617 31574 19.22% 6.249
compress 1334 9.18 478191 179.4: 31665 204.8: 1622 2867C 94.00% 9.469
edn 1224  1.47 43715¢ 534.2¢ 43715¢ 676.11 236S 32102¢ 26.56Y 26.569
cnt 269 0.17 2193t 0.29 2193t 0.44 230 1935t 11.76Y% 11.769
matmult 28§ 1.7587434¢ 5.3887434¢ 650 906 62145¢ 28.92% 28.929
jfdctint 693 0.08 20332 1.02 20332 1.43 254 1757 13.57Y% 13.57¢
fdct 831 0.08 1744z 0.05 1744z  0.13 58 14572 16.45Y% 16.459
Al+SAS ILP: State of the art{Banerjee et al.2013

Al+SA$ Unroll_s:

Unroll_d:

Best modular approach [Banerjee et a013 + [Chu and Jaffag01]]
Integrated resource analysis framework (our approach)

25




Results: Comparison With the state-of-the-art

AI+SAE ILP ‘L\J';rsf Unroll_d
Benchmark : UlEs : :

LLVM| Time WCET| Time WCET| Time State WCETvs Al+ SAé'IL vs AlI+SAE Unroll_s
tcas 734 084 1421 907 121 21.3¢ 238 1112 2207%  8.259
nsichneu 12879 161.5¢ 85845 504.8¢ 6680§ 709.0¢ 3776 4838¢ 43.63Y 27.57¢
statemate 334 13.8¢ 1238 248.41 9101 358.9/ 4152 7644 38.27Y 16.019
ndes 1755{ 11.45 3043651 37.9¢ 174264 38.92 1065 14836¢ 51.25% 14.869
fly by wire 2459 1.32 12171 10.97 976]| 11.1€ 279 8751 28.10% 10.359
adpcm 2876 4.82 39084 106.5% 3367¢ 118.9: 1617 31574 19.22% 6.249
compress 1334 9.18 478191 179.4: 31669 204.82 1622 2867C 94.00% 9.469
edn 1226 1.47 437154 534.2¢ 43715 676.11 236S 32102¢ 26.56Y% 26.569
cnt 269 0.17 2193 0.29 2193 0.44 230 1935¢ 11.76% 11.769
matmult 28§ 1.7587434§ 5.3887434§ 6.50 906 62145¢ 28.929 28.929
jfdctint 693 0.08 20337 1.02 203337 143 254 17572 13.57% 13.579
fdct 831 0.08 17444 0.05 17444 0.13 58 14572 16.45Y 16.459
Al+SAS ILP: State of the art{Banerjee et al., 2013]

Al+SAE Unroll s: Best modular approach [Banerjee et al., 2013] + [Chu and Jaffar, 2011
Unroll_d: Integrated resource analysis framework (our approach) 25



Results: Comparison With the state-of-the-art

AI+SAE ILP ‘L\J;rsf Unroll_d
Benchmark : UlEs : :

Time State WCET vs Al+ SA ILF vs AI+SAE Unroll_s

LLVM| Time WCET| Time WCET,

tcas 73§ 0.84 1421 9.07 1214 21.3¢ 238¢ 1112 22.079 8.25¢
nsichneu 12874 161.5¢ 85844 504.8¢ 66804 709.0: 377€ 4838¢ 43.63Y 27.579
statemate 3349 13.8¢ 1238] 248.41 910] 358.94 4152 7644 38.27Y 16.019
ndes 1755{ 11.45 3043651 37.9¢ 174264 38.92 1065 14836¢ 51.259 14.86
fly_by_wire 2454 1.32 12171 10.97 976]| 11.1€ 279 8751 28.10% 10.35
adpcm 2874 4.82 3908&| 106.5¢ 33674 118.92 1617 31574 19.22 6.249
compress 1334 9.18 478191 179.4% 31665| 204.8; 1622 2867C 94.00% 9.469
edn 1224 1.47 437154 534.2¢ 437154 676.11 236¢ 32102¢ 26.56% 26.569
cnt 269 0.17 21934 0.29 2193 0.44 230 1935t 11.76% 11.769
matmult 28§ 1.7587434 5.3887434§ 650 906 62145¢ 28.929 28.929
jfdctint 693 0.08 2033 1.02 20333 143 254 17572 13.579 13.579
fdct 831 0.08 17444 0.05 17444 013 58 14572 16.459 16.45¢
Al+SAS ILP: State of the art{Banerjee et al.2013

Al+SA$ Unroll_s:
Unroll_d:

Best modular approach [Banerjee et a013 + [Chu and Jaffag01]]

Integrated resource analysis framework (our approach)

25



Results: Comparison With the state-of-the-art

AI+SAE ILP ‘L\J;rsf Unroll_d
Benchmark : UlEs : :

Time State WCET vs Al+ SA ILF vs AI+SAE Unroll_s

LLVM| Time WCET| Time WCET

tcas 73§ 0.84 1427 9.07 1214 21.3¢ 238¢ 1112 22.07% 8.259
nsichneu 12879 161.5¢ 85845 504.8¢ 6680§ 709.0¢ 3776 4838¢ 43.63Y 27.579
statemate 3345 13.8¢ 1238] 248.41 910] 358.9¢/ 4152 7644 38.27Y 16.019
ndes 1759 11.45 304364 37.9% 174264 38.92 1065 14836¢ 51.25% 14.869
fly by wire 2459 1.32 12171 10.97 976]| 11.1€ 279 8751 28.10% 10.35¢
adpcm 2874 4.82 3908&| 106.5¢ 3367¢ 118.9: 1617 31574 19.22Y 6.249
compress 1334{ 9.18 478191 179.4¢ 31664 204.82 1622 2867C 94.00% 9.469
edn 1224 1.47 437154 534.2¢ 43715 676.11 2368 32102¢ 26.56Y 26.569
cnt 269 0.17 2193 0.29 21934 0.44 230 1935t 11.76% 11.769
matmult 28§ 1.7587434§ 5.3887434§ 6.50 906 62145¢ 28.92 28.929
jfdctint 693 0.08 20337 1.02 203337 143 254 17572 13.57% 13.579
fdct 831 0.08 17444 0.05 17444 0.13 58 14572 16.45Y 16.459
Al+SAS ILP: State of the art{Banerjee et al.2013

Al+SA$ Unroll_s:

Unroll_d:

Best modular approach [Banerjee et a013 + [Chu and Jaffag01]]
Integrated resource analysis framework (our approach)

25



Results: Comparison With and without reuse
-
Benchmark

tcas
nsichneu
statemate
ndes
fly_by wire
adpcm
compress
ud
janne_complex
fftl
bsort100
edn

cnt
matmult
jfdctint

fdct

Time State WCET Time State
21.3€ 2389 1112 - K
709.0¢ 3776  4838& - K
358.94 4152 7644 - K
38.92 1065 14836¢ - K
11.1€ 279 8751 - K
118.92 1617 31574 - K
204.82 1622 2867C 911.3¢ 10984
1.77 638 12132 1.96 797
0.16 98 1119 0.26 137
48.13 966 26837¢ 100.5Z 1820
19.34 1440 63758C - K
676.11 2369 32102¢ - K
0.44 230 1935t 1.56 2193t
6.5 906 62145¢ - K
1.43 254 17572 0.9 328
0.13 5g 14572 0.04 70

Unroll _d: Integrated resource analysis framework (our approach)

WCET

2818C
1209z
1119
26837¢

1935¢

17572
14572

26



Results: Comparison With and without reuse
-
Benchmark

tcas
nsichneu
statemate
ndes
fly_by wire
adpcm
compress
ud
janne_complex
fftl
bsort100
edn

cnt
matmult
jfdctint

fdct

Time State WCET Time State
21.3€ 2389 1112 - K
709.0¢ 3776  4838& - K
358.94 4152 7644 - K
38.92 1065 14836¢ - K
11.1€ 279 8751 - K
118.92 1617 31574 - K
204.82 1622 2867C 911.3¢| 10984
1.77 638 12132 1.96 797
0.16 98 1119 0.26 137
48.13 966 26837¢ 100.5Z 1820
19.34 1440 63758C - K
676.11 2369 32102¢ - K
0.44 230 1935t 1.56| 2193t
6.5 906 62145¢ - K
1.43 254 17572 0.9 328
0.13 5g 14572 0.04 70

Unroll _d: Integrated resource analysis framework (our approach)

WCET

2818C
1209z
1119
26837¢

1935¢

17572
14572

26



A Scalable integrated resource analysis framework for
WCET analysis

A Consideringnstruction and data cache

A Scalability obtained by usinguse with interpolation
and dominance

A Results show that there wassaynificant increase in
precisionobtainedin areasonable time

27



